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COILEPXAHHUE

AHHOTALIUA

OBHIAA XAPAKTEPUCTUKA ITPOPECCHUOHAJIBHOI'O MOAYJIA
CTPYKTYPA U COAEPXXAHUE ITPOOPECCHUOHAJIBHOI'O MOAYJIA
YCJIOBUSA PEAJIMBALINMA [TPOOECCUOHAJIBHOI'O MOYJIA

. KOHTPOJIb n OLEHKA PE3VYJIbTATOB OCBOEHUA
[TPOPECCHUOHAJIBHOI'O MOV JIA

akhwpdE



1. AHHOTALIUA

[Ipodeccronanbubii Monysib BeinmonHeHwe paboT MO MHPOEKTHPOBAHUIO
CEeTEeBOM  HH(PPACTPYKTYPhl ~ OTHOCUTCS K  OOSI3aTEIbHOM  YacTH  IMKIIA
npodeccuonanpuoii moaroroBku IIIICC3 CIIO, ycranapiauBaromieii 0a30BbIC
3HAHHS TI0 CIICIHAILHOCTH cpeaHero npodeccunoHanibHoro oopasoanus 09.02.06
Cemegoe u cucmemHnoe aOMUHUCIPUPOBAHUE.

C 1enbro OBIAICHUS YKA3aHHBIM BUJIOM MPO(PECCHOHATLHOMN IEATETLHOCTH U
COOTBETCTBYIOIMUMHU TPOPECCUOHATLHBIMA KOMIETEHIIMSIMUA CTYJIEHT B XOJ€
0CBOCHHUSI MPOGECCHOHATHHOT'O MOJTYJISL TOJIKEH:

HMeTh MPAKTUYEeCKUH ONbIT:

- TPOEKTHUPOBAHUS aAPXUTEKTYpPbl JIOKAJIbHOM CETH B COOTBETCTBHH C
IMOCTaBJICHHOM 33/1a4€ii;

- YCTAaHOBKHM M HACTPOMKHU CETEBBIX MPOTOKOJIOB U CETEBOr0 00OPYAOBAaHUS B
COOTBETCTBUU C KOHKPETHOM 3a7a4ei;

- BBIOOpa TEXHOJIOTUH, WHCTPYMEHTAIBHBIX CPEACTB TIPU OpraHU3aIlluu
polecca ucciaeI0BaHusl 00bEKTOB CETEBOM MH(PPACTPYKTYPHI;

- o0ecrniedeHus: 0€30MaCHOrO XpaHEHUs U Mepeaayr nHpopmalu B JTOKAITbHOU
CeTH;

- WCMOJb30BAaHUS  CIEIHAIBLHOTO  IMPOrPpaMMHOIO  oOecrneueHus:  Jyis
MOJICJIUPOBAHUS, IPOEKTUPOBAHUS U TECTUPOBAHUSI KOMITBIOTEPHBIX CETEH.

OG0t o0beM ydeOHOW HaArpy3ku Mo MOpodecCHOHAIBHOMY MOIYJIIO
cocraBisier 923 wyaca, Harpy3ka BO B3aUMOJCHCTBHU C IMpenojiaBaTesieM
coctaBisieT 434 yaca, 9aCOB CaMOCTOATENHLHOU paboThl — 69 YacoB.

Copepxanue mpoecCHOHaIBLHOTO MOAYMS BKIIIOUAET U3YyYEHUE CIEAYIOLIUX
pa3aenos:

M/K.01.01 KommeroTepasie ceTu.

Tema 1. BBenenue B ceTeBble TEXHOIOTHH.

Tema 2. [IpuHIIMIIBI MAPIIPYTU3aLUHA U KOMMYTaLUU.

MJK.01.02 Opranuzanusi, OpUHITUIIBI TTOCTPOSHUSI U (DYHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CETEM.

Tema 1. Mapmipyruzanus u komMMmyTanusa. MacimrabupoBaHue ceTei.

Tema 2. CoeniHEHHE CETEN.

Texymuii KOHTPOJIb MPOBOAUTCS B (HOpPME OIEHKH TECTHPOBAHUS, PEIICHUS
CUTYallMOHHBIX 33]1a4 U BBIMOJIHEHUS TPAKTUYECKUX padoT.

dopma MPOMEXKYTOUHOM arTecTanuu — JAU(GEepeHIIMPOBAHHBIN 3auerT,
9K3aMEH, KBATU(PUKAITMOHHBIN IK3aMEH.



2. OBIAS XAPAKTEPUCTUKA IPO®ECCHUOHAJIBHOT'O MOAYJIsA
2.1. Mecro npodeccCHOHAJIBLHOI0O MOIYJSI B CTPYKType MNPOrpaMMbl
NMOATOTOBKH CHENMAJTUCTOB CpPeIHero 3BeHa: MPOPECCHOHATBHBIA MOIYb
BrimotHeHne paboT Mo MPOEeKTHPOBAHUIO CETEBOM MH(PACTPYKTYPHI OTHOCUTCS K
npopeCCHOHATBPHOMY  y4eOHOMY IIUKIY MPOQPECCHOHATIBHONW  MOATOTOBKU
IPOrpaMMbl TIOJATOTOBKH CIEIUATIMCTOB CPEIHEr0 3BEHA IO CIEUaIbHOCTH
cpennero mnpodeccuoHanibHOro obpaszoBanusi 09.02.06 Cemegoe u cucmemmoe
AOMUHUCMPUPOBAHUE.

2.2. Heap M mIaHupyemble Ppe3yJabTaTbl OCBOCHUSI NPO(eCcCHOHATIBHOI O
MOIYJIst

B pesynbrare wusydeHus npodecCHOHANIBHOIO MOAYJS OO0y4Yaromuics
JIOJDKEH OCBOWTH BHJI JCATENBHOCTH: BhIMmonaHeHWE paboT MO MPOSKTHPOBAHUIO
CeTeBOM HMHQPPACTPYKTYypbl M COOTBETCTBYIOIIME €My IpodeccruoHaIbHbIe
KOMIIETEHIIUHU:

Kon HaunmeHnoBaHue pe3ynbrara 00ydeHus
B/I. BrimonHeHne padoT 110 MPOSKTUPOBAHUIO CETEBOM HHPPACTPYKTYPHI.
[IK1.1 BhINonHATh NPOEKTUPOBAHUE KAOEIBHOM CTPYKTYpPbl KOMIIBIOTEPHOM
CETH.
K 1.2 OcyiecTBiIsATh BBIOOP TEXHOJOTMH, MHCTPYMEHTAJIBHBIX CPEICTB U

CPEACTB BBIYUCIUTEIBHOM TEXHUKH IpPU OpraHM3allUU Ipoliecca
pa3pabOTKM W MCCIECAOBaHUS  OOBEKTOB  MPOPECCHOHATBHOU

JEeSATENbHOCTH.

K 1.3 ObecnieunBaTh 3amUTy WHGOPMAIIUM B CETH C HCIOJb30BAHUEM
IPOrpaMMHO-aNapPaTHbIX CPEJICTB.

I[IK 1.4 [IpyauMare  ydactue B IPUEMO-CAATOYHBIX  MCIIBITAHUAX

KOMIIBIOTEPHBIX CETEH M CETeBOr0 OOOPYIOBAHMS PA3THUYHOTO
YPOBHS U B OLIEHKE KauecTBa M JKOHOMHUYECKOW 3(PPekTHBHOCTU
CETEBOI TOMOJIOTHH.

IIK 1.5 BeimonHaTe TpeOoBaHUS HOPMATHUBHO-TEXHUYECKOW JOKYMEHTAIIHH,
UMETh ONBIT 0OPMIICHUS TPOSKTHON JOKYMCHTAIIHH.

OcBoenne mpodecCHOHATFHOTO MOJYJS HAMpaBlIeHO HA Pa3BUTHE OOIINX
KOMIIETEHIINN:

Kon HaumenoBaHue pe3ynbrara 00ydeHus

OK 01 BriOupare  cmocoObl  pemieHuss  3agad4 OpodeCcCHOHATBHOM
JESITeIbHOCTU, TPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 02 OcyIiiecTBIsATh TMOWCK, aHAIM3 W HWHTEpHpeTanuio uHbopmaimu,
HEOOXOMUMOM  JII1  BBIMIOJIHEHUS  3a7ad  MpodeccruoHanbHON
JeSITETbHOCTH.

OK 03 [TnanupoBaTh U peanr30BbIBaTh COOCTBEHHOE Mpo(deccHoHalbHOE U

JJMIHOCTHOC PAa3BHUTHUC.

OK 04 Pabotath B KOJUICKTHBE u KOMaHze, b exTuBHO




B33HMOI[CI>'ICTBOBEITB C KOJJICTaMHU, PYKOBOACTBOM, KIIMCHTAMM.

OK 05

OcymiecTBIsATh YCTHYHO M INHCHBbMEHHYI0 KOMMYHHUKAIMIO Ha
TOCYJapPCTBEHHOM SI3bIKE C Y4YETOM OCOOEHHOCTEW COIMaJIbHOTO U
KYJbTYPHOTO KOHTEKCTA.

OK 06

[TposiBiATH TPAXKIaHCKO-TaTPUOTHYECKYIO MO3UIHIO,
JIEMOHCTPUPOBATh OCO3HAHHOE MOBEJICHUE HA OCHOBE TPAJAUIIMOHHBIX
00111eYEeI0BEYECKUX LIEHHOCTEH, MPUMEHSITh CTaHIAapThI
AHTUKOPPYIILIMOHHOTO MTOBEJECHUS.

OK 07

CopericTBOBaTh COXpaHEHUIO OKpYyKarouen cpensl,
pecypcocOepexennto, 3h(PEKTUBHO JEUCTBOBaTh B YPE3BbIYAWHBIX
CUTYaLHSIX.

OK 08

Hcnonb3oBaTh cpenctBa Ppu3ndecKkod KyabTyphl IJIsi COXpaHEHUS U
YKPETUICHHS 3JI0POBBS B IIpoliecce Mpo(ecCHOHaNIbHON NesATeIbHOCTH
5 MO/AIepKAHUS HEOOXOIUMOI0 YPOBHS buzngecKoit
IIOATOTOBJIEHHOCTH.

OK 09

Hcnons3oBaTh HHPOPMAILIMOHHBIE TEXHOJIOTUU B MPOQeCCHOHATBHON
JEATEIbHOCTH.

OK 10

[Tonb3oBaThCs npodeccruoHaIbHOM JIOKyMEHTaI1eH Ha
TOCYJAPCTBEHHOM M MHOCTPAHHOM SI3bIKaX.

OK 11

Hcnonb3oBarh 3HaHUS 1O (PUHAHCOBOM T'PAMOTHOCTH, IJIAHUPOBATH
IPEINPUHUMATEIBCKYIO JIEATEIHHOCTD B MpodeccuoHaIbHOU cdepe.

Pe3yabTarnl 00yueHusi (3HAHM S, YMEHUS, IPAKTHYECKHHA OMBIT)
B pesynbrare ocBoeHuss TPO(ECCHOHATBLHOTO MOAYJA OO0y4aromuics

JOJIKCH.

HNMCTb

— TMPOCKTUPOBAHMUSL  APXUTEKTYpbl  JIOKAJIBHOM CETH B

NPAaKTUYECKUH | COOTBETCTBHUHM C ITOCTABJICHHOW 3a/1a4eH;

OIIBIT

— YCTAHOBKHM M HACTPOMKH CETEBBIX MPOTOKOJIOB U CETEBOTO
000pyTIOBaHMS B COOTBETCTBUH C KOHKPETHOM 3a/1a4ei;

— BbIOOpa TEXHOJOTUM, HMHCTPYMEHTAIBHBIX CpPEACTB IMpH
OpraHu3allii Mpolecca HCCIEAOBaHUS OOBEKTOB CETEBOM
UHOPaCTPYKTYPHI;

— obecrieueHusi  0€30MacHOrO0  XpaHEHUsT W Iepeadu
uH(OpMaIK B JTOKAJILHOM CETH;

— HCMOJB30BaHUS CHEIUATBLHOIO MPOrPaMMHOTO 00ECICUEHUS
U1 MOAEIUPOBAHMS, MPOCKTUPOBAHUA U  TECTUPOBAHUSA
KOMITbIOTEPHBIX CETEM.

YMETh

— TPOEKTUPOBATh JIOKAILHYIO CE€Th, BBIOMpPATh CETEBbHIC
TOTIOJIOTHH;

— HCHOJb30BATh MHOTO()YHKIIMOHAJILHBIE puOOpHI
MOHHMTOPHHTA, TPOrPaMMHO-aIapaTHIC CPEICTBA TEXHUIECKOTO
KOHTPOJISI JIOKAJIbHOW CETH.

3HAaTb

— 00IIMe IPHHIMIBI ITOCTPOSHUS CETEH, CETEBBIX TOMOJIOTHH,
MHorocjorHo monenun OSI, TpeGoBaHUN K KOMITbIOTEPHBIM




CETAM;
— ApPXUTEKTypy IPOTOKOJIOB, CTAHJAPTU3ALMU CETEW, 3TAIlOB
MIPOCKTUPOBAHUSI CETEBOM HHPPACTPYKTYPHI;

— 0a30BbIC MPOTOKOJIBI M TEXHOJIOTHH JIOKAJTbHBIX CETEH;

— [OPUHLMUIIBI TOCTPOEHUS BBICOKOCKOPOCTHBIX  JIOKAJIbHBIX
ceTel;

— CTaHAapThl KaOeyed, OCHOBHBIC BUJbl KOMMYHHKAIIMOHHBIX
YCTPOWCTB, TEPMHUHOB, TIOHSITUM, CTAHAAPTOB M  THUIIOBBIX
AJIEMEHTOB CTPYKTYPHUPOBAHHOM KaOEIhbHON CHCTEMBI.

2.3. KoauvecTBO 4YacoB, OTBOAMMOE HA OCBOeHHE MPO(PecCHOHATIBLHOrO

MOIYJIst:

Bcero yacoB — 923 yaca, B ToM 4ucie:

Ha ocBoeHue MJIK - 503 gaca, BkIrodasi:
00s13aTeNbHON ayAUTOPHON yueOHOM Harpy3Kku oOyuatomerocsi—434 daca,
CaMOCTOSITEIbHOM PaboThl 0Oyyaromerocsi— 69 yacog;

Ha IIPAKTHUKH:

yueOHyto — 180 vacos;
npou3BoicTBeHHYI0 —180 vacos.




3. CTPYKTYPA U COAEP KAHUE NPO®ECCHUOHAJIBHOI'O
MOAYJAA 1IM.01 BBIITIOJIHEHUE PABOT 110 ITPOEKTUPPOBAHUIO
CETEBOM NH®PACTPYKTYPBI

3.1. TemaTu4yecKuil IJIaH MPOPeCCHOHATBHOT0 MOXYJIS

O0bem BpeMeHHU, OTBEIEHHbIH Ha

0CBOEHHE MeKTUCIUIIMHAPHOTO Kypca Hpakriika
(kypcos)
OGsaTeannast CamocrosiTe
ayiMTOpHas y4eOHas Olaﬂiigaﬁ::sc
HaumeHnoBanus Harpy3ka o0y4aronierocs yrarom IMpounsBoacrs
Kox Bcero a1 p
pa3nesioB eHHast
npo¢)ecCHOHAIBLHBI 4acoB B T.4.
. | mpoeccuoHanbHOr B T.Y., B T.4., | Y4eOH | (mo mpoduiro
X KOMIIeTeHIMii J1adoparo
0 MoayJIst HLIe KypCOB KypcoB | asl, | cHenMajJbHOC
Bceer paﬁoTBl u |37 Bcer |as 4acoB TH),**
o, Fl AKTHYE pa6ora | o, pabora 4acoB
yacos | "P (mpoex | 9acoB | (mpoek
cKHe
3aHATHUS B )
4ACOB 4acoB 4acoB
1 2 3 4 5 6 7 8 9 10
K 1.1 MJ/IK.01.01 144 | 110 46 14
K 1.2 KommberoTepHbie
MK 1.3 ceTn
I[IK 1.4
IIK' 1.5
K 1.1 MJIK.01.02 401 | 324 152 20 55
TIK 1.2 Opranu3zanusi,
TIK 1.3 MIPUHIIUATIBI
IIK 1.4 IIOCTPOCHUS U
K 1.5 (YHKIIMOHUPOBA
HUS
KOMITBIOTEPHBIX
ceren
K1.1 YueOHas 180
K 1.2 MPaKTUKA, 4aCOB
K 1.3
K 1.4
IIK 1.5
K11 [Tponssoncreenn | 180
K12 as IpaKTUKa,
MK 1.3 4acoB
K 1.4
IIK 1.5

Bcero:

905




3.2 TemaTnyeckuii JIaH U coep:kaHue 00yUeHust
1o npodeccuoHaabHoMy MoxayJarw (ITM)

HanmenoBanue | CoaepxxaHue yueOHOro Marepuaiia, jadboparopusie | O0bem| Koabl
pa3aeioB padoThI M NPaKTUYeCKUEe 3aAHATHS, 4acoB | KOMIIETeH
Nnpo(eccHOHATIBLH | CAMOCTOSITeIbHAsE padoTa 00y4almuxcs, KypcoBast 1107078
0ro MoayJs padoTta (mpoeKT) ¢popmupos
(IIM), AHM 10
MeKIMCHMIIJINHA KOTOPBIX
PHBIX KYpCOB crnocoocTB
(MIK) u Tem yer
3JIEeMEHT
y4eOHoit
AUCHHIIN
HBI
1 2 3 4
IIM.01 BbinosiHeHune paGéoT MO NPOEKTHPOBAHHIO  CeTeBOH
HHPPACTPYKTYPBHI.
MJAK.01.01 KoMmnbloTepHBbIE CETH. 144
Tema 1. Beenenne |Coaep:xkanue yaeOHOTro MmaTepuasia 30 I[IK 1.1
B CETEBbIE 1 Komnerorepasle cetn. Buabl KOMIIBIOTEPHBIX IIK 1.2
TEXHOJIOTUH. cereii. ['mobGanbpHBIE ¥ JIOKAlbHBIE  CETH. IIK'1.3
OcHOBHBIE KOMIIOHEHTBI CETEH, ceTeBas cpela u I1IK 1.4
CeTeBbIE yCTPOMCTBA. TEXHOJIOIMH MOJKIIIOYECHHUS K 1.5
Kk HMurepuer. KouBeprentneie cetu. Kadectso u
HaJIeKHOCTh ceTeid. OCHOBHBIE TOHSTUSA CETEBOM
0e3onacHOCTH. T eHICHIIMY Pa3BUTHSI CETCH.
2 KoHcosbHBIM ~ OCTYN, YHAJEHHBIA JOCTYN C
nomomisio Telnet m SSH, ucnonp3oBanue mopra
AUX.
3 CeteBble MPOTOKOJIBI U KOMMYHUKAIIUH.
KonupoBanne W  mapaMeTpbl  COOOIICHHS.
CeTteBble IIPOTOKOJBI. Bzaumoneiicteue
npotokonoB. HabGop mporokonoB TCP/IP u
mpoirecc oOMeHa JaHHBIMU.
4 CereBoit pmocryn. Ilporokonsl M cTaHIapThI
¢uznueckoro ypoBHsa. CrocoObl MOAKIIOYEHUS K
cetu. CereBble uHtepdeiicupie miuatel (NIC).
Cpenpbl nepegaum JaHHBIX U UX XapaKTEPUCTUKHU:
IPOMYCKHAsI CIOCOOHOCTh, MPOU3BOIUTENBHOCTD.
Buasr Memueix cereBbix kaOeneri: UTP, STP,
KOAKCHUAJIbHBIN.
5 PasHoBugHOCTH, OCOOEHHOCTH NPOKJIAAKH U
TECTUPOBAHUSA kaOenei. Crpyxkrypa u
OCOOCHHOCTH  TMPOKJAIKHA  ONTOBOJIOKOHHBIX
kabeneli. becnpoBogHbIe cpefcTBa Iepenayu
nausbix. Crangapt Wi-Fi IEEE 802.11.
6 KananpHbli  ypoBEeHb M  €ro IOJYpPOBHH.

VYupasnenne mnorundeckum kanamom (LLC) u
VYrpaBiaeHue JOCTYIOM K cpele Iepeaadyu
nanubix MAC. CrpykTypa Kajpa KaHaJbHOTO
YPOBHS W TPUHIUNBL ero  (GopmupoBaHUS.
CraH1apThl KAHAJIBHOT'O YPOBHSI.




®dusnyeckass W JIOTMYECKAassh TOMNOJOIHUS CETH.
Tononoruu «TOYKa-TOYKA, «3BEe31ay,
«IIOJIHOCBSI3aHHASLY, «KOJIBLIEBASY.
[MonyaymiekcHass W MOJHOMYIUICKCHAs Tepenaya
nanubix. Ocobennoctu kaapoB LAN, WAN,
Ethernet, PPP, 802.11.

CereBbie TexHosoruun Ethernet. CemeiicTBo
cereBbIx TexHojoruil Ethernet. Ilpuniun paGoTsl
Ethernet. OcHoBHas wuHOpMaIKMs O TOPTaX
KOMMYTaTOpa.

CeteBoil ypoBeHb B Ipoliecce Nepefayu JaHHBIX.
[Iporokonbl  cereBoro  ypoBHs. OCHOBHbIE
XapaKTEPUCTUKU [P-mpoTokona. Metonsl
MapuIpyTU3aLHU y3JI0B. YerpoitetBo
Mapuipyrtasaropa —  IIpoLeccop,  IaMsATh,
OIlEpaLlMOHHAs CUCTEMA.

10

[lopkmrouenne K MapuIpyTH3aTopy  4epes
paznuuHble  mopThl.  Hacrpoiika  MCXOIHBIX
IapaMeTpOB, uHTEpQEHCcoB, HUIr03a 10
YMOJIYaHUIO u JIpyTux XapaKTEPUCTUK
MapLIpyTH3aTOpa.

11

TpancnoptHblil ypoBeHb. Ha3zHaueHue u 3a1auu
TPaHCIOPTHOTO YPOBHS.

12

IP-anpecauus. Ctpykrypa IPv4-anpecos. CereBas
u y3noBas yacte [P-aapeca. IlpeoOpasoBanue
aJpecoB MEXIy JIBOMYHBIM M JE€CATCPUUHBIM
MPEICTABIICHUEM. [IpucBoenue y311y
cTaTMyeckoro u auHamuueckoro IPv4-aapeca.
MmHoroanpecHass nepenada. IlyOnwuHbie ®
YaCTHBIC [Pv4-anpeca. IPv4-anpeca
cnenuanbHOro HasHadeHus. IIpucBoenme [P-
aJpecoB.

13

Pa3nenenue [P-cereit Ha moaceTH.

Cermenranus IP-ceteit. OOMeH TaHHBIMU MEXIY
nonceramu.  [lnaHupoBaHue  aapecanuu B
MOJICETAX. Pacuetnrie bopMmyJIBI il
cerMeHTalun ceTd. Pa3OueHue Ha MHOACETH Ha
OCHOBE TpeOOBaHMH y3J10B M  ceTed, B
COOTBETCTBUH c TpeOOBAHUSIMU ceTen.
Ompenenenue macku mnojacetu. Pa3Oouenuwe Ha
MOJICETU C MCIOJIb30BAHUEM MAaCKU IMEepEeMEHHOMN
mmabl (VLSM). ba3zoBas monens u Ha3HAYCHHE
6imokoB  agpecoB  VLSM.  Ilnanuposanue
anpecanun cetd. OCOOCHHOCTH MPOCKTUPOBAHUS
IPv6-cern. PazOuenue Ha MOJICETH c
WCII0JIb30BaHUEM HICHTH(UKATOpa HHTepdeiica.




14 | VpoBeHb NpHIOKEHUH, YPOBEHb IpPEICTaBICHUS
u CEaHCOBBIN YPOBEHb. [Ipumepsr
pacpoCTpaHEHHBIX MpuilokeHUur. [IpoToKOJIIbI
ypoBHs npusioxkeHuid. OnHopanrossie cetu (P2P).
Monens  Tuma  «kimeHT-cepBep».  O0630p
nporokoioB  HTTP, HTTPS, SMTP, POP wu
IMAP. Cnyx6a nomennsix uMEéH (DNS). ®dopmat
coobmennit u  uepapxus DNS.  VYrtummura
«nslookupy. Cirysx6a DHCP. IIpotokon nepenaun
daiino (FTP). IIpotokonm oOmena Omokamu
cepBepHbIX coobuieHnit (SMB). Konnenmuun
«Bceoowemmomuii Uarepae™» BYOD. JloctaBka
JTAHHBIX IO KOHBEPT'€HTHBIM CETSIM.

15 |I[InaHupoBaHMe U  co3gaHME  HEOOJBIION
KOMIIBIOTEPHOM CETHU: OIpPEAEICHUE KIIIOUEBBIX
(dakTOopoB, BBIOOp TONOJOTMM M  CETEBBIX
YCTPOWCTB, BBIOOp M HACTpOWKa MPOTOKOJIOB,
cUCTeMbl ajpecanuu. Mepbl MO 00eCHeuyeHuto
0e30M1acHOCTH CEeTU. YS3BUMOCTH M CETEBBIE
atraku. Pa3BeapiBaTenbHBIC — aTakW, ATaku
nocryna, Otka3 B obciyxuBanuu (DoS-atakmu).
PezepHoe  kommpoBaHue, OOHOBJICHHE H
YCTaHOBKAa HCIpaBieHUN. MeKCETeBbIE SKpaHBbI.
AytenTudukanus,  aBTopuzalMs U YU€rT.
Bxmouenne nmporokona SSH.

@ailnoBble  CUCTEMBbl  MapUIPYTU3aTOPOB U
KOMMYTaTOpoB. Pe3epBHOe KomupoBaHuE U
BOCCTaHOBJICHUE C ITOMOIIBIO TEKCTOBBIX (hailyios,
IIPOTOKOJIA TFTP, USB-nakonurens.
Berpoennsie CITYKOBbI MapuIpyTHU3alHH.
[lopnepxxka  OECpOBOAHBIX  MOAKIIOYEHUM.
Hacrpolika BCTpOCHHOI 0 MapuIpyTH3aTopa.

CamocTosiTe/ibHasi padoTa 00y4aroInXxcs

Cucrematnueckass NnpopadOTKa KOHCIIEKTOB 3aHSATHUH,
y4eOHOM! U CrelnalIbHON TEXHUYECKOU JINTEPATyPhl.
KoHcniektupoBaHue Tekcra, paboTa €O CIOBapsIMU U
CIIPaBOYHUKAMH, O3HAKOMIICHHE C HOPMATHBHBIMHU
JIOKyMEHTaMH, y4eOHO-ucclleoBaTeNlbcKas paboTa mpu
CaMOM IIMPOKOM HCIOJb30BaHUU VIHTEpHETa U APYTrUX
IT-TexHomoruii. IToaroroBka COOOIIEHN T K
BBICTYIIJICHUIO Ha CeMMHapax M KOH(epeHIusX;
HOAroToBKa pedeparoB, AokianoB. IloaroroBka
7a00opaTOpHBIM M NPaKTUYECKUM  pabotam ¢
UCIOJIb30BaHUEM METOJUYECKUX  PEKOMEHAAlHi
MIperoaBaTess, odopmiieHnE 1abopaTopHO-
IPAaKTUYECKUX pPaboOT, OTYETOB M IOArOTOBKA K HX
3aluTe.

Tema 2.
ITpuHUIUTIBI
MapuIpyTH3aLU U

Coaep:kanue yueOHOTro MaTepuasia
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MK 1.1
K 1.2
IIK 1.3




KOMMYTalluu.

O6beanHEHHbIE CETH. Uepapxus B
KOMMYTHUPYeMOH ceTH. Poilb KOMMYyTUPYEMBIX
cereii. Kommytupyemas cpena. JlmHamuueckoe
3aII0JIHEHNE TaOIUIIBI MAC-anpecoB
KOMMYTaTopa. Mertonbl IIEPECBUIKU Ha
kommyTtaTope. KoMMyTanus ¢ mpomMexyTOYHbIM
xpaHeHneM. CKBO3Hasl KOMMYTaLHs.

KomMmMmyTanmonneie JIOMEHBI. CHuxenue
IIEPErPy30K CETH.

OcHoBHbIE KOHIIEIILIUH u HacTpOWKa
KOMMYTalluu. IIepBoHavanbHas HacTpOWKa

KOMMYyTaTopa M  BOCCTaHOBJIEHHME  TOCJe
cucreMHoro c6osi. Hacrpoiika noctyma s
0a30BOro ympaBjeHHs KoMMmyTatopoM c I[Pv4.
HymiekcHas CBA3b. Hacrpolika IIOPTOB
KOMMYTaTopa Ha (U3M4ecKOM ypoBHE. DyHKUUS
aBTOMATUYECKOr0 OMpeAeNeHus Tuma Kabens
(Auto-MDIX). TIIpoBepka HacTpoeKk ImopTa
kommyTtatopa. [louck u ycrpanenue npobieMm Ha
YPOBHE JIOCTYyIa K CETH.

besonacHocte  KOMMyTaTopa.  3alMINEHHBIN
yAanEHHbII JIOCTYIL. Hactpoiika SSH.
PacnipoctpanéHHBIE  yrpo3bl  0€30MaCHOCTH:
nepernoaHenue Tabmuibl MAC-aapecoB, DHCP-
cryuHr, UCIOJIb30BaHUE ySI3BUMOCTEH
npotokoiga CDP, Ataxu Telnet u np. Aynut u
IPAaKTUYECKUE PEKOMEHJALUU MO O00eCHeueHUIo
O6esonmacHocTn  cetu.  be3omacHoCTh  mopTa
KOMMYTaTOpaA. OrcnexuBaHue DHCP
cooOmenuii. DyHKuus O0€30MacHOCTH IMOpTAa.
Buner  3ammrer MAC-agpecoB.  Pexumsbl
pearupoBaHHUs Ha HapylleHHe Oe30macHOCTH.
IIpoBepka u HacTpoiika mnopToB. IIpoTokon
cereBoro Bpemenu (NTP).

Bupryanensie nokamsHble ceth  (VLAN) —
KJIaccu(UKalUsl U OCHOBHbBIE XapaKTE€PUCTHKH.

Tpanku BUPTYaIbHBIX CeTeM. KonTpons
IIMPOKOBEIIATENIbHBIX TOMEHOB B ceTsix VLAN.
TerupoBanue KaJpOB Ethernet I

uneatudukanun cetu VLAN. Ceru native VLAN
u TerupoBanue crangapra 802.1Q. TerupoBaHue
roocoBoii VLAN. Peanuzanuu BuUpTyadbHOU
JokanbHOW cetH. Ha3HaueHue NOPTOB CceETIM
VLAN. Hacrpoilka  TpaHKOBBIX  KaHAJIOB.
[IpoToKON MTMHAMHYECKOTO CO3/IaHHS TPAHKOBOTO
kanajna (DTP).

[Touck u ycTpaHeHue HENolaJoK B BUPTyaJbHBIX
JOKaJIbHBIX CETSAX W TPAaHKOBBIX KaHajax.
[Ipobnembr ¢ IP-ampecammeld cetu VLAN.
HecoBnageHuss pexMMOB TpPaHKOBOW  CBS3H.
[TpoexTupoBanne u obecreueHue Oe30MacHOCTU
VLAN: hopping, criy(¢puHT KOMMyTaTOpa, aTaka C
nBoiiHbIM  TerupoBanueM, Cerp  PVLAN
nepumerpa. IlpakThueckue pexkoMeHIaUu IO
IPOEKTUPOBAHUIO BUPTYaJIbHON JOKAJILHON CETH.

[IK'1.4
K 1.5




Hacrpoiika  mapmpyrtusartopa. MexaHu3Mbl
nepechuIKy MmakeToB. [logkinouenne u HacTporka
yctpoiictB. CBeToauoAHble HUHAUKATOPHl Ha
Mapuipytuzatope. AKTUBauus W HacTpoiika IP-
agpecanuu. IIpoBepka CBSI3BHOCTHM CeTed ¢
npsMBIM  TTOAKIr0YeHueM. IIpoBepka HacTpoek
uHTepdeiica. DunbTpamuss BBIXOAHBIX JaHHBIX
komaHa «showy». KoMmmyTamus makeToB Mexmy
CETSAMM. OyHKIUA KOMMYTallUU
Mapuipytazatopa. MapupyTu3anus — TaKeTOB.
Onpenenenue nytu. [Iporecc npuHATUA pelIeHUs
0 TEpEeChUIKE IaKeToB. BBIOOp OmTUMaIbHOIO
nytu. [Iporoxomer  RIP, OSPF, EIGRP.
Pacnipenenenue Harpy3ku. AIMUHHCTpUPOBaHUE
pacctosinue (AD) u HageXHOCTh MapuipyTa.
AnHanu3 TaOmUI] MapUIpyTH3alUUd — HWCTOYHHK
JAHHBIX, TIPUHIUTIBI dbopmupoBanue
BO3MOXKHOCTH  HACTPOWMKH. 3amuch  TaOJUIBI
MapuIpyTh3aluM UL CEeTe ¢  MpSIMbIM
MNOJIKJIFOUEHHUEM. 3ananue CTaTHYECKUX
MapILpyTOB. [IpoTokoJibl JUHAMHYECKOU
Mapuipytuzauuu cete [IPv4 u IPv6.

[IpuHiunsl  paboThl  MapIIPyTH3aLMU  MEXITY
VLAN. Hactpoiika Mapmpyruzanuu Ha 0aze
MapLIpyTHU3aTOPOB C HECKOJIBKUMH (PU3NUECKUMHU
uHTepdeiicamu, c M CII0JIb30BAaHUEM
KOH(UTypaluu router-on-a-stick, yepe3
MHOTOYPOBHEBBI ~ KoMmyTatop.  IIpoGiemsr
Mapmpytusanun - mMexay  VLAN.  IIposepka
KOHQUrypallud  KOMMyTaTopa M  HacTpOeK
Mmapmpytu3atopa.  Henmomamku B pabote
untepgeiica. Ommbku B IP-agpecax m Mmackax
noacetu. Hacrpoiika u pabora koMmmMyTanuu Ha 3-
M ypoBHe. Mapuipytuzanus mexay VLAN ugepes
BUPTYyaJIbHbIE uHTEpQerchl KOMMYTaTopa,
Mapupytusupyemble  noptel. Hemonmaaku B
HACTPOMKaX KOMMYTaTOpa 3-r0 ypOBHSL.




[Ipenmymectsa u 3a71a4u CTaTUYECKOU

MapuIpyTHU3aLHH. Tumnsl CTaTUYECKUX
MapIIpyTOB: CTAHJAPTHBIA, IO YMOJIYAHHIO,
CyMMapHbIH, IJIaBAIOIIUM. Hactpoiika

cratndyeckux MapuipytoB IPv4 n IPv6. Komanna
«ip route». MapupyT CIEAYIOLIEro Mepexosa.
Hanpsmyro MOJIKTFOYEHHBIN CTaTUYECKHI
MapuipyT. IIOJHOCTBIO 3aJaHHBIA CTATUYECKUI
MapuipyT. Hacrtpoiika cTaTHyeckoro Mapupyra
no  ymoyganuro.  KnaccoBas — angpecanus.
KnaccoBeie macku moxacetn. beckmaccoBast
MEXIOMEHHAs MapuIpyTHU3anus CIDR.
O6bennHeHne MapILIpyTOB. Opranuzanus
cynepcereid. Mcnosnb3oBaHMe MacoK MOACETH
¢bukcupoBannoi nuHbl (FLSM). Macka noxcetu
nepemenHord  jgumHBl  (VLSM).  Hactpoiika
CYMMapHbIX U  IUIABAIOHIMX  CTATHYECKUX
MapuipyToB. Pacuér cymmapHoro wmapupyTa.
OOwenunenne ceteBbIX anapecoB IPv4 u IPVG.
[louck m ycrpaHeHue HEMoOJAIOK B HAaCTPOMKax
CTATMYECKOr0 MapuipyTa M Mapuipyra Mo
YMOJTYaHUIO.

IIpoTokonbl AWHAMUYECKOW MapUIpyTHU3ALUU —
Ha3HayeHWe, MPUHIUNBI pPabOTbl U HUCTOPUS
pa3BUTHSL. CpaBHEHME  IMHAMMYECKOM  H
CTaTUYECKOM MapuIpyTHU3alui. [Tpununel
pabOTBl TPOTOKOJIOB MAapIIPYyTH3AIUU: IYCK
nocJie BKJIIOUEHHUS IUTaHUs, CereBoe
oOHapyKeHue, O6meH JTAHHBIMHU
Mapuipytuzanuu, O6ecnedeHrne CXOAuMOCTH.
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Kiaccugukamnusi MpoTOKOJIOB MapIIpyTH3AIUH.
[Iporokonsr IGP u EGP. [ducranuuonso-
BekTopHble TpoTokosbl RIP, IGRP. IIporokoisl
MapuIpyTu3anuu mno cocrosiuuio kanaisa OSPF u
IS-IS. KnaccoBbie u 0OecKJIacCOBBIE MPOTOKOJIBI
MapIIpyTH3aUuU. XapaKTEPUCTHKA U METPUKH
IIPOTOKOJIOB.
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Junamuueckas JUCTAaHIIMOHHO-BEKTOpHAs
MAapIIPYTA3ALU. JMcTaHMOHHO-BEKTOPHBII
anroput™. MexaHU3Mbl OTIPABKU M MOJYYEHUS
JAHHBIX MapUIPYTU3ALMH, pacuéTa ONTUMAaIbHBIX
nyTedl U a00aBieHUs MapLIpyTOB B TaOJHUILy
MapLIpyTH3alUui, OOHAPYKEHUS U pearupoBaHUS
Ha u3MeHeHusd B TomoJoruu. Hactpoiika
nporokona RIP: Bkmouenune RIPv2, otkmouenune
aBTOMATUYECKOro  OOBEIMHEHMs,  HACTpOWKa
NAcCUBHBIX MHTepdeiicoB, Mepenaya MapuipyTa
M0 YMOJIYaHUIO MO ceTth. HacTpolika mpoTOoKoIa
RIPng. IIpouecc mapupyTusanuu 10 COCTOSTHUIO
kaHanma. Hello mnporokosn. maker cocTosHUS
kaHaia (LSP). JlaBuHHas pacchlIka TaKeTOB
COCTOsIHMS KaHaja. JIaBuHHas pacchlIKa MAaKeTOB
COCTOSIHUSA KaHaJa. Coznanue nepeBa
KpaT4animmx yTen SPF. JloGaBnenue
mapuipyroB OSPF B Tabiuiy MapripyTu3anui.
HenocraTku mnpoTOK0I0B MapuipyTH3alUd 10
COCTOSIHMIO KaHaja. Tabmuia mapuipyTH3aiuu.
3anucu ¢ NpsMbIM MOJIKIIOYEHHEM U yNaJEHHOU
cerd. JluHamMuYecKkd MOJIy4aeMble MapIIpYTh
1Pv4/6. Tlporiecc moncka MapiipyTa.
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CewmeiictBo nporokono OSPF. Xapakrepuctuky,
OpUHLUIBL  paboTel U KoMmmoHeHTsl OSPF.
Ocobennoctu OSPF mis omHON M HECKOJBKHUX
obmacrei. MarwucrpanbHas 00J1aCTh.
WNukancymsnus coodmenuit OSPF. Tunsl makeros
OSPF: maker mnpuserctBust (hello), maker
ormucanus 6a3pl nanHeix (DBD), maker 3ampoca
cocrosinus kaHana (LSR), maker oOHOBIEHUS
cocrosinus kaHana (LSU). makeT moaTBepkaeHUS
cocrostuust  kaHama  (LSAck). OOHoBieHus
cocrostHusl kaHanma. PabGoume coctosHus OSPF.
Brinenennsiit (DR) u pe3epBHBIN BBIJENEHHBIH
mapuipytuzatop (BDR). Cunxponusanus 0a3
nanubix OSPF. Hactpoiika OSPFv2 nns onnoit

obacTu. Pexum KOH (purypamuu
UICHTH(DUKATOPEI MapiIpyTu3aropa.
Hcnonb3oBanue uHrepdeiica loopback.

Bxirouenne OSPF na untepdeiicax. [llabnonnas
macka. Komanma  «network».  Hactpoiika
naccuBHbIX uHTep(dericoB. Dopmyna pacuéra
metrpuku croumoct OSPF. Hacrpoiika 3HaueHuit
MPONYCKHOMH CIIOCOOHOCTH uHTepderica.
[IpoBepka CcOCEOHUX  YCTpPOMCTB, HACTPOEK
OPOTOKOJA, JaHHBIX Ipolecca U JIpPYyrux
xapaktepuctuk OSPF. CpaBnenue OSPFv2 u
OSPFv3. Anpeca tuma link-local. Tomomorus
cetm  OSPFv3. Hactpoiika wunerTuduraropa
Mmapupytuzatopa OSPFv3. Brmouenne OSPFv3
Ha UHTepdeiicax.
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Croucku koutponst npocryna (ACL). Ilpunmun
pabotsl ACLcnuckoB. Tunbel ACL-ciuckos Cisco
s [Pv4. IlpucBanBanue HomepoB U uMEH ACL-
cnuckaM. Pacuér mabnonnoit macku B ACL-
cnuckax. PexoMeHmanuu 10 CO3JaHUI0 U

pa3sMenIeHUIO ACL-cnucKoB. Pazmenienue
CTaHJAPTHBIX M pacumpeHHbIX ACL-cnuckos.
Hacrpoiika CTaHAAPTHOIO ACL-cnucka.

[Ipumenenue cranpaptHeix ACL-criuckoB Ha
untepgeiicax. KommenTtapun k ACL-cnuckam.
[IpoBepka © penakTUpPOBaHHME CTaHIAPTHBIX
HymepoBaHHbIX ACLcnuckoB. ACL-craTHCcTHKA.
3ammra noproB VTY ¢ MOMOIIbIO CTaHAAPTHOTO
ACL-criucka IPv4. CtpykTypa W HacTpoiika
pacumpenubix  ACL-cnimckoB g [Pv4.
OunpTpanusa Tpaduka ¢ HCIOJIH30BAHUEM
pacuupeHHbIx ACL-cnuckos.

[Touck u yctpanenue Henonanok ACL-cruckos.
Pacnpoctpanénnbie  ommbOku  ACL-cruckos.
CpaBuenue ACL-cnuckoB ans IPv4 u IPv6.
Hacrpoiika u npoBepka ACL-cniuckoB aist [Pv6.
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[Iporokon DHCP. DHCPv4: 6a3oBast oneparus,
dbopMat cooOIIeHHH, COOOIICHHS OOHAPYKCHUS U
[IPEIJIOKEHHUS. Hacrpoiika,  npoBepka u
perpancisinust  npoctoro  DHCPv4-ceprepa.
Hacrtpolika  Mapuipytu3atopa B KadecTBe
DHCPv4-knuenta. Hacrpoiika MapiipytuszaTopa
knacca SOHO. [louck u ycTpaHeHue HElolal0kK B
pabore wmapmpytuzatopa DHCPv4. IIpoTtoxon
DHCPv6. ABTtoMartnueckass HacTpoWKa ajpeca
0e3  orciaexumBanus  cocrosHus — (SLAAC).
[punuun padorsr SLAAC ¢ DHCPv6. DHCPV6 ¢
u 0Oe3 otcnexuBaHus cocrosiHus. [lporecch
DHCPv6. Hactpoiika  MapuipyTuszaropa B
kauectBe DHCPv6-cepBepa 1 DHCPv6-kimenTa.
[louck u ycTpaHeHue HemojaloKk B pabore
DHCPV6.
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[IpeoOpazoBanne  cereBbix  aapecoB  [Pv4.
KonuenrtyanpHoe  mpeoOpa3oBaHuME  CETEBBIX
anpecoB (NAT). TepmuHoigorus W NPUHIUIIBI
pab6otet NAT. IlpoctpancTtBo 4acTHbBIX IPv4-
aapecoB.  Cratuueckoe ¥ JAMHAMHYECKOE
npeoOpa3oBanue ceteBbix  angpecoB  (NAT).
[Ipeobpa3oBanue agpecos mopros (PAT).
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CpaBuenue NAT u PAT. IlpeumymiectBa u
gemoctatku  NAT. AHaimu3  CTaTHUYECKOIO
npeobpazoBanusi NAT. TIlpuHuun  paGoThI
nuHamuyeckoro NAT Hacrpoiika u mnpoBepka
NAT, PAT. Ilepeanpecanusa nmoptos. Hactpoiika
NAT u npotokona [Pv6.

[Touck u ycrpanenue Henonaaok B padbore NAT.

CamocTosiTe/ibHasi pa6oTa 00y4aromuxcs




Cucrematuueckas MmpopabOTKa KOHCIEKTOB 3aHATHH,
y4eOHOM U CrenraIbHOW TEXHUYECKOM JINTepaTyphI.
KoncnektupoBanue Tekcra, paboTa co CIOBapsMHU H
CIpaBOYHUKAMH, O3HAKOMJICHHE C HOPMAaTUBHBIMH
JOKyMEHTaMH, yueOHo-uccieioBaTelbckas padboTta npu
CaMOM IIMPOKOM HMCIOJb30BaHUU VIHTEpHETa U APYTrUX
IT-TexHOMIOTMIA. IToaroroBka COOOIIIEHN K
BBICTYIIJICHUIO Ha CEMMHapax M KOH(DepeHIUusX;
MOATOTOBKa pedeparoB, mokianoB. IloaroroBka
7abopaTopHbBIM U TIpakKTHUYECKUM  paboTam ¢
UCIOJIb30BaHUEM METOIMYECKUX  pPEKOMEHIAIHii
IpernoaaBaTess, odopmiieHne 1a00paToOpHO-
IIPaKTUYECKUX paboT, OTYETOB M NOATOTOBKA K HX
3aluTe.




Ilepeuyens 1a00paTOPHBIX 3aHATHIA

ba3oBas HacTpolika KOMMyTaTOpa.

Hacrpoiika napameTpoB 0€301aCHOCTH KOMMYTaTOpa.

Hacrpoiika nporokosia SSH.

Hacrpoiika ¢pynkuuu Switch Port Security.

[Touck u ycTpaHeHHe Herola 0K B CUCTeMEe O€30I1aCHOCTH MTOPTOB
KOMMYTaTOpa.

OTtpaboTKa KOMIUIEKCHBIX MPAKTUYECKIUX HABBIKOB.

Kondwurypanus cereit VLAN u TpaHKOBBIX KaHAIIOB.

[Touck n ycrpanenue Hemonaaok B KoHpurypanun VLAN.
Peanuzanus cucrtemsl 6e3omacHoct cetd VLAN.

Peamuzanus cereit VLAN st cermeHTanuu ceTeil mpeanpusTuii Majaoro u
cpenHero Ou3Heca.

Hcnonbp3oBaHue KoMaH bl traceroute 17151 OOHApyKEHUS CETH.
JIOKyMEHTHUPOBAHUE CETH.

Hacrpoiika uatepdeiico [Pv4 u IPv6.

Hacrtpoiika 1 npoBepka HEOOIBLION CETH.

HccnenoBanue MapiipyToB ¢ MPSMBIM MTOJKJIIOUEHUEM.

CocraBnenue cxembl cetu IHTepHET;

Hacrtpoiika 6a30BbIX mapaMeTpoB MapIIPyTU3aTOPa C TOMOILIBIO
untepdeiica komanaHou crpoku (CLI) cucremsr Cisco 10S;
Hacrpoiika 6a30BsIX mapameTpoB MapipyTtusatopa ¢ nomousto CCP.
Hacrtpoiika mapupytuzanuu mexay VLAN s kaxnoro unrepdeiica;
Hacrpoiika mapupytuzaunu mexay VLAN Ha ocHoBe cranaapTa 802.1Q u
TPaHKOBOT'O KaHaa;

[Touck u ycTpaHeHue HEMoJIaI0K B MapipyTu3anuu Mmexay cersimu VLAN.
Hacrtpoiika cratnueckux mapuipytoB [Pv4/IPv6 no ymomuanuio;
Pa3zpaboTka u peanmuzanus cxemsl agpecaruu [Pv4 ¢ ucmosib3oBannemM
VLSM,;

Pacuér cymmapusix mapuipytoB [Pv4 u [Pv6;

[Touck u ycTpaneHue HemoaaJAo0K cratnyeckux Mapuipytos [Pv4 u IPv6.
HccnenpoBanue cXoquMOCTH;

CpaBHeHME METO/I0B BbIOOpa MyTH B poTokonax RIP.

Hacrpoiika nporokosnos RIPv2 u RIPng.

Hacrpoiika 6a3oBoro nporokona OSPFv2 s onHoit obnacty;
basoBas HacTpoiika mporokona OSPFv3 nns onHoit obnactu.
Harnsgnoe npencrasnenue paborsl ACL-crincka;

Hacrpoiika ctangaptabix ACL-cinckoB;

Hacrpoiika craniaptabix uMeHoBaHHBIX ACL-cIiicKOB;

Hacrpoiika ACL-cnucka ans nuauid VTY;

Hacrpoiika pacumpensabix ACL-CuckoB il pa3iMuHbIX CLIEHAPHEB;
[Touck u ycrpanenue Hernonanok B pabore ACL-cnuckos;

Hacrpoiika ACL-cniuckoB IPv6.
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OTtpaboTKa KOMIUIEKCHBIX IPAKTUYECKUX HAaBBIKOB.

Hacrpoiika u npoBepka ctangapTHbix ACL-cniuckos;

Hacrpoiika u npoepka orpanuuenuii V1Y.

Hacrpoiika u mpoBepka paciumpeHabix ACL-CrucKoB;

[Touck m ycTpaHeHHe HENoaaa0K B HACTpoiike n pazmeltennn ACL-
CITMCKOB;

Hacrpoiika n npoepka ACL-cnuckoB s IPv6.

bazoBas nactpoiika DHCPv4 Ha mapiuipyTtuzaTope;

bazoBas nHactpoiika DHCPv4 Ha koMMyTaTope;

[Touck u ycrpanenue Henonaaok B pabore DHCPv4;

Hacrpoiika ceppepa DHCPv6 6e3 oTciexxiuBaHusI COCTOSIHUS | C
OTCJIC)KMBAHUEM COCTOSTHUS;

[Touck u ycrpanenue Henosaaok B padore DHCPvo6.

Hacrpoiika nporokonsa DHCP ¢ nomoursto komana Cisco 10S;
OTtpaboTKa KOMIUIEKCHBIX MPAKTUYECKHUX HABBIKOB.

Nzyuenune npuniuna padbotsl NAT;

Hacrpoiika ctatnueckoro u nuaamudeckoro NAT;

Peamm3anms cratndeckoro u auHaMmuaeckoro NAT;

Hacrpoiika nepeanpecaiuu noptoB Ha MapuipyTu3aTtope Linksys;
ITpoBepka, MOUCK M ycTpaHEeHU e HenoJiaok KoHdurypamuii NAT;
OTtpaboTKa KOMIUIEKCHBIX MPAKTUYECKIUX HABBIKOB.

Hacrpoiika quaamudeckoro u cratuaeckoro NAT;

Hacrpoiika NAT-niyna ¢ neperpyskoii u PAT;

[Touck u ycrpanenue Henonaaok koHpurypanuii NAT.

M/K.01.02 Opranusanus, NPUHIHAIIBI MOCTPOCHUS u| 401
(GYHKIIMOHUPOBAHUA KOMIIBIOTEPHBIX CETEi.

Tema 1. Copep:kanue y4eOHOro Marepuajia 80 K 1.1
Mapumpytuzanus u | 1-2 | Peanuzanus IIPOEKTa CeTH. [TpoexT K 1.2
KOMM yTaIusl. uepapxudeckor cetu. Pacmmpenne cetn. Boioop K 1.3
MacmtabupoBaHu CETEBBIX YCTPOMCTB. [IK'1.4
e ceTeii. 3-4 |KoMMyTaioHHOEe 06opyoBaHue. IIK 1.5

MapupyTu3aTopsl. YIpaBJIIOIIUe YCTPOUCTBA.
5-6 |IlonsTus MIPOTOKOJIA spanning-tree.

[Mpennaznauenne  mportokona  Spanning-tree.
[Tpunnun pa6otel STP. Tunsl mpotokonos STP.

7-8 |Hactpoiika nporokona STP. Hacrpoiika PVST+.
Hacrpotika Rapid PVST+. IIpoGiembr HacTpOHKH
STP.

9-10 |OcHOBHBIC TIOHSATHS arperupoBaHUs KaHAJIOB.
ArperupoBanue kaHaynoB. [IpuHiun paGoOThI
EtherChannel. Hacrpoiika arperupoBaHus
KaHaJIOB.

11- |Hacrpoiika EtherChannel. IlpoBepka, mouck u
12 |ycrpanenue Henosaaok B pabore EtherChannel.

13- |KoHuenuuu OecripoBOmHON CBsi3M. BBeneHue B
14 | GecripOBOJIHYIO CBSI3b.

15- |Kommnonentsl cereii WLAN. Tomosoruu cerei
16 |WLAN 802.11. [IpuHnums! paboThI
OeCpPOBOIHOM JTOKAJIHbHOU CETH.

17- |Crpyktypa kagpa 802.11. dyHknmoHupoBaHue
18 |GecripoBoAHOM CBSA3H. YIIpaBJeHUE KaHAIAMHU.

19- |Bbe3onacHOCTh OECPOBOAHBIX JIOKAJTBHBIX CETCH.
20 |Yrposer gns  cereit  WLAN. Ob6ecneuenue
6e3omacHoct WLAN.




21- |Hacrpoiika OecCpOBOAHBIX JIOKAJBbHBIX CETEH.
22 |Hactpoiika 0ecrpoBOJHOTO MapIIpyTH3ATOPA.
Hacrpoiika OecripoBogHbIX KiaMeHTOB. ITouck wu
yCTpaHEeHHE HenoJaaok B pabore ceteir WLAN.

23- |Pacmmpennsie napametpsl npotokona OSPF ms
24 |omHoil oOmactu. MapipyTu3anus Ha YpPOBHSX
pacrpeneseHus 1 sapa.

25- |OSPF B cersix C MHOXECTBEHHBIM JIOCTYIIOM.
26 |PacnpocTpaHeHue MapuipyTa MO YMOIYaHHIO.
Tounas Hactpoiika unrepgeiicos OSPF. 3ammra
OSPF.

27- |YcTpaHeHHE HEMOJIAJIOK pean3alid ITPOTOKOIA
28 |OSPF nma omuoit obOmactu. CocraBisronime
MPOIENYyPbl TIONCKA W YCTPAHEHHS HEIONA0K B
pabore OSPF nnst ogHOM 00s1acTHy.

29- |Ilouck u yCTpaHEHHE HET0J1a/I0K B
30 |mapmpytuzanuu OSPFv2 nns omHoili o6nacTw.
[Touck u ycrpanenue Henonanok B OSPFv3 nus
OJIHOH 00JaCTH.

31- |[Ipuwammn paborert OSPF  nmius  HECKOJIBKUX
32 |obnacreii. Haznauenme OSPF s HecKOIbKUX
obnacreit. IlpuHnun pabGorel makeroB LSA B
OSPF st HECKOIBKUX 001aCTEN.

33- |Tabimua MapmpyTH3allMd W TUIBI MapIIpyTOB
34 |OSPF. Hactpoiika OSPF 18 HECKOJbKHX
obnacreii. Hacrtpoiika OSPF nns HecKOJIbKUX
obmacreii. OObenuHenue MapipytoB OSPF.
[TpoBepka OSPF a1 HeckonbkuX 00J1aCTeH.

CamocTosiTesibHasi padoTa 00y4aroIMXCs

CucremaTnueckas NnpopadOTKa KOHCIIEKTOB 3aHSTHH,
y4eOHOW U CIEeNUAbHON TEXHUYECKOW JTUTEPATYPHI.
KoncnektupoBanue Tekcra, paboTa cO CIIOBapsMH H
CPaBOYHUKAMH, O3HAKOMJICHHE C HOPMATUBHBIMH
JIOKYMEHTaMH, Y4eOHO-HccleoBaTeNIbcKasi paboTta mpu
CaMoOM IIIMPOKOM HCIOJb30BaHUU MHTEepHETa U APYTUX
IT-TexHosOrMit. ITonroroska COO00IIIEHN I K
BEICTYIUICHHIO Ha CeMHHapaX © KOH(EPCHIHUSX;
noaroropka pedeparos, mokmamoB. I[loaroroBka K
nabopaTopHbBIM U TIpakTHYeCKUM  paboTam ¢
UCTOJIb30BaHUEM METOIUYECKUX  PEKOMEeHAAIHii
MIPEToIaBaTes, odopmIiieHne 1abopaTopHO-
MPAKTHYECKUX paboT, OTYETOB M MOATOTOBKA K HX
3aIuTe.

25

Tema 2.
Coenunenue
ceTen.

Copep:kanue y4eOHOro Marepuajia

1 O630p TexHonoruit rioOanbHONM cetn. Llens
co3anus rinodanbHeix cereil. [IpuHuMI paboThl
rJ100aJIbHON CETH. Bri6op TEXHOJIOTHH
riobanpHON cetn. CepBHCHI rI100aNBHON CETH.

2 NHuppacTpyKTypsl YacTHBIX TJIOOANBHBIX CETEH.
WNudpactpykrypa 00IIEIOCTYMHON TII0OANBHOM
cet. BeiOOp cepBHCOB ri100aJbHOM CETH.

3 O030p mocnenoBaTeIbHOIO COEAMHEHHS «TOYKa-
Toyka». CBA3b IO IOCIEAOBATEIBHOMY KaHay.
WNukancynsuus HDLC.

80

K 1.1
I[IK 1.2
IIK 1.3
IIK 1.4
I[IK 1.5
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4-5 | [punHiun paboThI MPOTOKOJIA PPP.
[Ipeumymecta nporokona PPP. LCP u NCP.
Ceancet PPP. Hacrtpoitka mnportokona PPP.
Hacrpoiika mnporokona PPP. Ayrentuduxanus
PPP. Otnaaka coenunenndi WAN. Otnaaka PPP.

6 VYnanéunas pabota. IlpeumyiiectBa yaai€HHON
pabotel. buszHec-TpeOOBaHUS s yAaJIEHHBIX
pabOTHUKOB. CpaBHeHHE pemenunit
IIMPOKOIOJIOCHOTO JIOCTYIIA.

7 Ka6ens. DSL. becnipoBogHble HIMPOKOMOIOCHBIE
ceth. BpiOop pemieHHil  MMPOKOIOJIOCHOTO
nocrymna. Hacrpoiika nonkmouenuit xXDSL. O630p
PPPoE. Hactpoiika PPPoE.

8 Cetn VPN. OcuoBel cereii VPN. Tunesr cerent
VPN.

9 Tynnemu GRE mexny oobektamu. OcHoBbsl GRE.
Hacrtpoiika tynneneit GRE.

10 |OO6mme cBemenus o0 IPsec. 3ammura mpoTokosa
IP. Crpykrypa mnporokona IPsec. VYmanénubrit
JIOCTYII.

11 |Pemenuss VPN nns yganéunoro gocryma. CeTw
VPN ynanéHHoro noctyna ¢ HMCHOJIb30BAaHUEM
IPsec.

12 |Syslog. Ipunuun pa6otsr Syslog. Hactpoiika
Syslog. SNMP. [Ilpunuun paboter SNMP.
Hacrpoiika SNMP.

13 |NetFlow. IMpunnun padoter NetFlow. Hactpoiika
NetFlow. ITpoBepka mopeneii Tpaduka.

14 |Ilouck u yCTpaHEHHE HEIOJa10K c
UCIOJIb30BAaHUEM CUCTEMHOIO MOAXO0/IA.

15- | doxymenTauus o cetu. IIponenypa noucka u
16 |ycrpaneHus Henmonaaok. M3omsius npobdaemMsl ¢
MIOMOIIIbI0O MHOTOYPOBHEBBIX MOJIEIICH.

17- |Ornaaxa cetu. CpeacTBa MOMCKa U YCTpaHEHUs
18 |Henonamok. CUMIITOMBI U IIPUYHHBI OTIIAIKH
ceru. [lonck u ycTpaHeHUe HEMOJaI0K CBSI3H B
cersix [P

CamocTosiTe/ibHasi padoTa 00y4aroImmnxcs

Cucrematuueckas NnpopadOTKa KOHCIIEKTOB 3aHSTHUH,
y4eOHOM U CHeraIbHOW TEXHUYECKOMN JIUTEePaTyPhI.

KoncnexktupoBanue Ttekcra, padoTa €O CIIOBapsMU U
CIPaBOYHUKAMH, O3HAKOMJIEHUE C HOPMAaTUBHBIMU
JOKyMEHTaMH, yueOHO-HccleIoBaTeNlbckas paboTta mpu
CaMOM IIIMPOKOM HCIIOJIb30BaHNM MHTEpHETa U Apyrux
IT-TexHOMIOT A, IToaroroBka COOOIIIeHN K
BBICTYIUUICHHIO Ha CEMHHapaX © KOH(EpEeHLHUX;
noaroropka pedeparos, nokmamoB. I[loarotoBka K
mabopaTopHbBIM W TpakTHUYeCKUM  paboTam ¢

HUCIIOJIB30BAHUEM METOANYECCKUX peKOMeHJIaHI/Iﬁ
MperoaBaTels, odopmIteHrE mabopaTopHO-
MPaKTUYECKUX paboT, OTYETOB M MOATOTOBKA K HX
3aImTe.

30
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Pa3BepThiBaHNE KOMMYTHPYEMOH CETU C PE3EPBHBIMU KaHAJIaMU.
Hacrpoiika Rapid PVST+, PortFast u BPDU Guard.

Hacrpoiika nporokona GLBP.

Omnpenenenue TUMOBBIX OMMOO0K KoHpuryparuu STP.

Hacrpoiika EtherChannel.

[Touck u ycrpanenue Henonagok B pabore EtherChannel.

ArperupoBaHue KaHaJIOB.

Hacrpoiika 6ecripoBOAHOr0 MapuIpyTU3aTopa U KJIMEHTA.

Hacrpoiika 6a3oBoro mporokona OSPFv2 nns onHoit obnactu.

Hacrpoiika OSPFv2 B ceTn MHOKECTBEHHOTO 1OCTYTIA.

Hacrpoiika pacumpennsix ¢pynkuuit OSPFv2.

[Touck u ycTpaHeHHe HEMOJaI0K B paboTe OCHOBHBIX MpoTokoa0oB OSPFv2
u OSPFvV3 s onHoii obnactu.

Ilouck u ycTpaHeHHE HENOJAaJ0K B padoTe YCOBEPLIEHCTBOBAHHOIO
nporokosa OSPFv2 nns onHol obnacT.

Branenue HaBbIKaMu ITOMCKA M YCTpaHEHUS HenoJiaaok B pabore OSPF.
Hacrpoiika OSPFv2 s Heckonbkux obJacTeil.

Hacrpoiika OSPFv3 11 Heckonbkux obyiacTeil.

[Touck m ycrtpanenue Hemnonanok B pabore OSPFv2 u OSPFv3 nmns
HECKOJIbKHUX O0acTeil.

Hacrpoiika 6a3zoBoro PPP ¢ ayrenTudukamnueii.

Otnanxa 6azosoro PPP ¢ ayrenTuukanuei.

[Iposepka PPP.

Hacrpoiika mapmpytuzatopa B kadectBe kiumeHTa PPPoE  nas
noakmrouenust DSL.

Hacrpoiika Tynnenss VPN GRE no cxeme «Touka-Toukay.

Pa3paboTka TeXHUYeCcKOro 00CiIy>KUBaHHs CETH.

Hacrpoiika Syslog u NTP.

N3ydenue nporpaMMHOro obecreyeHust 17 MOHUTOPUHTa CETH.

Hacrpoiika SNMP.

CO6op u ananu3 gaHHbIX NetFlow.

WHcTpyMeHTapHil ceTeBOoro aIMMHUCTPATOpPA JUIs HaOMI0ICHHUS.

152

Kypcosasi padora

20

YueOHast NpaKTHKA

Buasbl pador:

1. MHcTpykTak mo TexHUKe Oe3omacHOCTH. TpeOoBaHUS K TEXHMKE
Oe3omacHocTd 1pu pabore ¢ obopynoBaHueMm. OTpaboTka HaBBIKOB
OKa3aHMs I1IEpBOM TOMOILIH.

2. Yyactue B IpOEKTUPOBAHUHU CETEBON MHPPACTPYKTYPHI.

3. YuacTtue B OpraHu3aluy CeTEBOro aMUHUCTPUPOBAHUS.

4. DkcrutyaTanusi 00bEKTOB CETEBOM MHPPACTPYKTYPHI.

5. YyacTtue B ynpaBJiI€HUU CETEBBIMU CEPBUCAMU.

6. Yuactue B MOJEpPHU3ALMH CETEBOM NHDPACTPYKTYPHI.

7. AHanu3 coOpaHHBIX MaT€pHAJIOB U MOArOTOBKA OTYETA.

180




IIpou3BoacTBeHHAs] NPAKTUKA (M0 NPOPUIII0 CIIENHATBHOCTH)

Buasl pador:

1. WHCTpyKTax 110 TEXHHKE Oe30macHOCTH. TpeOoBaHUS K TEXHHKE
Oe3omacHocTd Tipu pabore ¢ oOopynoBaHueM. OtTpaboTKa HABHIKOB
OKa3aHUs MEPBOM MOMOIIIH.

2. Yyactue B pa3pabOTKe METO/IOB, CPEICTB M TEXHOJOTMH MpUMEHEHHS
00BEKTOB PO eCCHOHATBHON e TEIHbHOCTH.

3. [IlpoBenenme mnpodmiakTHUECKUX padOT Ha OO0BEKTaX CETEeBOM
MHOPACTPYKTYPHI U paOOYNX CTAHIIHSIX.

4. VYyactMe B UWHBEHTApU3AIMH TEXHUYCCKUX CPEACTB  CETEBOM
UH(PACTPYKTYPHI, OCYIIECTBICHUE KOHTPOJII MOCTYIHUBIIETO W3 PEMOHTA
000pyI0BaHUSI.

5. Ananu3 coOpaHHBIX MaTepUaJIOB M MOATOTOBKA OTYETA.

180

KoncyasTaunu

IIpomMeskyTOYHAs aTTeCTAAA

36




4. YCJOBUSA PEAIN3ALINU TPOPECCUOHAJIBHOI'O MOAYJA

4.1. MartepuajbHO-TeXHUYECKOe olecredeHre NMPodecCHOHATBHOI0 MOAYJIA
IIM.01 BpinosiHeHue padoT Mo NPOEKTHPOBAHUIO CETEBOH MH(PPACTPYKTYPHI
Peanuzanus npodeccnoHanbHOro Moayist TpeOyeT HaIM4Yusl y4eOHbIX KaOUHETOB:
A) Kaduner nnpopmarukm.

OcHanieHHOCTh y4eOHOro KabuHera:

Kommiekt mebenu st yueOHOTro mpoiiecca

MynbTuMenuiHoe  00Opy/lOBaHUE:  MEPCOHAIbHbIE  KOMIBIOTEpHl — 12
IT.(MOAKIIOYEHHBIE K JIOKAJIbHOM BBIYMCIUTEIBHOU ceTH U ceth «VHTepHeT»):
[IK 3 - ICL RAY S902.3, mouutop ViewSonic VA2038W-LED; monutop 19"
ViewSonic TFT 19" VA916; cucrememuslii Omoxk P-Athlon64 X2
6000/1024*2M6/320 Gb/ xnaBuarypa/mbiiib/koBpuk; ckanep MUSTEK Bear Paw
2400; mnpuntep Canon LBP-1120; mnpoektop wmynbtumennitaeiii —Hitachi,
KaJIbKYJISITOPBI.

CpencrBa oOyueHus: y4yeOHasi JOCKa, CIIPaBOYHBIE MOCOOMS W JUAAKTHYECKUN
Marepuall, MeAauareka (MyJpTUMeIua pa3pabOTKM U MPE3eHTAUUU K YpPOKaM),
JKpaH.

b) JlaGopaTopusi opraHu3auvu U NPUHIUIOB NMOCTPOEHUS] KOMIIBIOTEPHbIX
CUCTEM.

OcHanieHHOCTh yueOHOro KaOuHera:

Kommiekt mebenu 1 yaeOHOTo Iporiecca.

MynsTuMenuiinoe obopyaoBanue: kommbioTepsl — 28 mT.: [IK RAMEC GALE
LCD LG 23"/Intel i5 4590/MSI B85M-E45/2x4DDR3/GT740 2Gb/500Gb/knas,
MbIb; [1IK S404,2 400W/Intel Core 13 540/xnaB., meimb, mouut. 21,5" VA2248-
LED; TIK ICL RAY S902.1, xnaBuar., Mblb, MoHHTOp ViewSonic 22"
VA2232W-LED; npuntep Canon LBP 1120; npoekrop mynstumenuiinbiii Hitachi
CP-EX250; npoextop mynbrumenuiinbiii Hitachi CP-EX251N.

CpenctBa o0yueHusi: UCTOYHUK OecriepeboitHoro mnutanus APC Smart-UPS
1000VA; xommyratop Cisco Catalyst 2960; xommyratop Trend Net N-Way
Switch TEG S160TX; xommyratop WS-C2960-48TT ¢ koHBepTOpOM;
kommyrarop JIBC; xommyratop Cisco Catalyst WS-C2960; IP- Buaeokamepa
Nikvision, 2 mT.; nporpamMMHO-TexHHYeckuii komruiekc WS-C2960-48TS c
yCTaHOBJIEH. TiporpaM. obecnieuenuem; Touka goctyna CISCO CAP 26021-R-K9;
nocka mapkepHasi 120x240 cwm;

B) Ctynns npoeKTHpOBaHUSA U JU3AWHA CETEBBIX APXUTEKTYP M MHKEHEPHOM
rpaguku.

OcHallleHHOCTh Y4eOHOro KaOuHeTa:

Kommekt mebenu 115 yaeOHOTO Iporiecca.

MynpTUMEnnitHOE 000pPYAOBaHKE: KOMITbIOTEpHl — 12 mT.: komneioTep RAMEC
GALE Custom i3-3200/4I'b/ mouutop LCD 21.5", xnaBuart., meliib, npuarep HP
Laser Jet 1020, mpoektop myasTuMenuiinbiii Sanuo PLC-XD2600.

CpeacrBa oOyuenusi: creHn Jaboparopubiii  "IIJIMC", 5skpaH HacTEeHHBIH
pyaonssiid 200x200 cm.




IlepeyeHb JTHIIEH3MOHHOI O MPOrPAMMHOI0 00ecTeYeHN s :

1C: Hokymentoobopot 8 KOPII (munen3ust No75027601);

1C: Ilpennpusitue 8. Kommuekt 11t o0yuenus (muuen3us Ne8922961);

Microsoft Access (munensust NeIM123460);

Microsoft Office Standard (suniensus Ne66059532 OPEN
96044930ZZE1711);

Microsoft Project Professional (sumensus NeIM123460);
Microsoft Visio Professional (mumensus NeIM123460);
Microsoft Visual Studio Enterprise (imumensust NeIM123460);
Microsoft Windows Enterprise (yutensus NeIM123460);

komruiekT TAPAHT—Macrep (nunensust Nel2—-40272—-000898);

Arent Dr.Web (munensust Ne QS34-HC7C-SD53-K5L2);

koMIiekT 110 AJI1 pCIICHHUA OCHOBHEIX ITOJIB30BATCIBCKUX 3aaa4 (CBO6OI[HO

pacrp. I10);

CnpaBounas npaBoBas cucrema «Koncynbrant [Lmrocy (KOHTpakT

Ne2025 CB_2 ot 04.12.2024r)

JloroBopbI 0 NPAKTHYECKOH MOAT OTOBKE:
- AO «Mapuiickuii MammHOCTpouTeNbHBIA 3aBom» JloroBop Ne 1/2021 ot
01.02.2021 — GeccpoUHBIii.
- ®umman [TAO «Poctenexkom» B Pecniyonuke Mapuit On JloroBop Ne 83/2021 ot
27.01.2021 — GeccpovHBIii.

4.2. NupopmanuonHoe odecneyeHue mnpodeccuoHaabuoro moayas IIM.01
BoinosnHenne pador no NpoOeKTUPOBAHUIO CeTeBOH MHPPACTPYKTYPbI

OcHOBHasl U JONOJHUTENbHAS JTUTEpaTypa

U311, nepepad. u gomn. - Cankr-IlerepOypr: Jlanp, 2021. — 176 c. — ISBN
978-5-8114-5905-6. — Tekct: snekTpoHHBIN // JlaHb : 3JIEKTPOHHO-
oubmmoteunas cucrema. — URL: https://e.lanbook.com/book/156402

Ne Kommuectso
n/n . 9K3EMILISIPOB,
Cnucok UCTOb3yEeMOH JTUTEePaTyphl
MMEIOINXCS B
(nevammuvie uzoanus, s1eKMpoHHble U30AHUS 3 NOCTIeOHUe 5 1em) 6
nOIMoTEKE, NN
ccpliika Ha OBC
OCHOBHAS JIMTEPATYPA
1 |Makcumos, H. B. KommnbioTepHeie cetn: yuebHoe mocobue / H.B.| Onexrponnslit
MakcumoB, M.W. TlonmoB. — 6-e u3na., mepepad. u gon. — MockBa : pecypce
®OPYM : UHD®PA-M, 2022. — 464 c. — (Cpeanee npodeccuoHanbHOE
obpazoBanme). - ISBN 978-5-00091-454-0. - TekcT : 3JIGKTPOHHBIH. -
URL.: https://znanium.com/catalog/product/1714105
2 |CepreeB, A. H. OcHOBbI JIOKaJdbHBIX KOMIBIOTEpHBIX cerell / A. H.| OnekrpoHHbII
CepreeB. — 3-¢ usn., crep. — Cankr-IletepOypr : Jlans, 2023. — 184 c. pecypc
— ISBN 978-5-507-46832-4. — Tekct: osnekTpoHHbIH / JlaHb
AIEKTPOHHO-OMOIMOTEUHAS cucTema. — URL.:
https://e.lanbook.com/book/321215
JOITOJIHUTEJIbHAS JINTEPATYPA
1 |IIyroBkun, A. B. OcHOBbI nocTpoeHUS! NHPOKOMMYHUKAIIMOHHBIX CeTel | DNEeKTPOHHBII
u cuctem / A. B. Ilyroskun, JI. A. ITokamecros, S. B. KpiokoB. — 2-e pecypc



https://znanium.com/catalog/product/1714105
https://e.lanbook.com/book/321215
https://e.lanbook.com/book/156402

Yexmapes, 10. B. JIokanbHbie BEIYUCIUTEIBHBIC CETH : YUEOHOE MTOCOOHE
/ HO. B. Uekmapes. - 3-e u3a. - Mocksa : JIMK IIpecc, 2023. - 201 c. -
ISBN 978-5-89818-470-4. - Tekcr : onekrponHbid. - URL:
https://znanium.com/catalog/product/2106240

DIIEeKTPOHHBIN
pecypc

CoaoneBny, A. B. Komnsrorepusie cetu : yueonuk / A. B. CosoneBuu. -
Munck : PUIIO, 2021. - 208 c. - ISBN 978-985-7253-43-2. - TekcrT :
anekTponnbiit. - URL: https://znanium.com/catalog/product/1854597

ONEeKTpOHHBIN
pecypc

bapunos, B. B. KommnbrotepHsie cet: : y4eOHMK Il CTYA.
yupexaeHuii cpen.npod. odpazosanus/ B. B. bapunos, . B. bapuHnos,
A. B. Ilponerapckuii, A. H. IIpuibkun — 4-e u3f., ucnp. u gom. — M.:
Wznatensckuil neHTp «Akanemus», 2021. — 192 c. ISBN 978-5-4468-

9925-8

DNEeKTPOHHBIN
pecype



https://znanium.com/catalog/product/2106240
https://znanium.com/catalog/product/1854597

5. KOHTPOJIb MW OLEHKA PE3VYJIBbTATOB OCBOEHUSA
HNPOPECCUOHAJIBHOI'O MOAYJIsA

KoHTpons W oOlleHKa pe3yibTaToB OCBOCHHUS MPO(EeCCHOHATHLHOTO MOIYJIS
OCYIIECTBIISIETCS TIpeTogaBaTeaeM B opMe TEKYIIETo KOHTPOJIS YCTICBAEMOCTH H
IPOMEXYTOYHOM aTTECTallUU.

[IpoMexxyTouHass  aTTecTalusi UWMEET IIENbI0  OMNPENCTUTh  CTCICHb
JIOCTIKEHUS 3aIUIAaHUPOBAHHBIX PE3yJIbTATOB O0yUeHHUS MO MPodhecCHOHATbHOMY
MOIyII0 3a mnepuon oOydeHus. DopMa MTPOMEKYTOUYHOW AaTTECTALUHA -
oupgepenyuposannsvlil 3auem, IK3aMeH, K8ATUPUKAYUOHHBIL IK3AMEH.

Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBISIETCS B TIPOIECCE MPOBEACHUS
MPAKTUYECKUX 3aHATUN U JTAOOPATOPHBIX pabOT, 0OeCreYnBaeT OIICHUBAHUE XO7a
OCBOEHUS MOJTYJISI.

®opMBI TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH: MeCmuposanue, YCmHbulil onpoc,
00KIAObL, BbINOJHEHUE NPAKMUUECKUX pabom.

No | HaumenoBanu | Kog Pesynbratel 00yueHus mo DopMbl
€ TeMBI dbopmupye npo¢eccuoHaIbHOMY MOAYJIIIO KOHTPOJIA
MOH yMETh 3HATH
KOMIICTCH
02071
MJIK.01.01 — M[POEKTUpPOBaTh | — OOIIME MPUHIMILL | TEeKyIuii
KomneroTepH JIOKAJIbHYI0  CE€Tb, | IIOCTPOECHUS cerel, | KOHTPOJIb
bIE CETH. BBIOMpATh CETEBbIC | CETEBBIX  TOIOJIOTHH, | Ieaarora B
Tema 1. IIK 1.1. | Tomonoruw; MHOTOCJIONHOM Mojenu | GopMe  OIEHKH
Beenenue B MK 1.2. | - wucmone3oBate | OSI, TpeOoBaHmii K | PELICHUS 3ajad,
CEeTeBbIE IIK 1.3. | MHOro)yHKIMoOHan | KOMIIBIOTEPHBIM CETAM; | 3QIUThI
TEXHOJIOTUH. I[IK1.4. | pHble npudOphl | —  apXHUTEKTYPY nabopaTOPHBIX
IIK' 1.5. | monuTOpHMHTra, IIPOTOKOJIOB, paborT.
OK 01 | mporpammuo- cranaprusanun  cereii, | TOroBsrii
OK 02 | anmapaTHbie 3TAINoOB MPOEKTUPOBaHKs | KOHTPOIb B
OK 03 | cpencrBa CETEBOM hopme
OK 04 | rexHu4eckoro HH(PACTPYKTYpBI; SK3aMeHa
OK 05 KOHTPOJISA —  ©a30BBIC (kBanmuukamo
OK 06 | nokanbHOIi ceTH. IIPOTOKOJIBI u | HHOTO).
OK 07 TEXHOJOTUH JIOKAJIbHBIX
OK 08 ceTen;
OK 09 —  MPUHIUIIBI
OK 10 HOCTPOCHUS
OK 11 BBICOKOCKOPOCTHBIX
Tewma 2. IIK I.1. JIOKAJBHBIX CETEH;
Hpumimms TK 1.2. —  craHgapTsl KabeneH,
MapuipyTusal K 1.3. OCHOBHBIE BUJIBI
Hu u 1K 1.4. KOMMYHUKAIIMOHHBIX
KOMMYyTaIllu. IIK 1.5. YCTPOICTB, TEPMUHOB,
OK 01 TOHSITUI, CTAaHIAPTOB U
OK 02 TUTIOBBIX AIIEMEHTOB
OK 03 CTPYKTYPUPOBaHHOU
OK 04 Ka0OeIbHON CHCTEMBI.
OK 05
OK 06
OK 07




OK 08

Texkyuuii
KOHTPOJIIb
nejarora B
dbopMe  OILCHKH
pelieHus 3aad,
3aIUTHI
1a00PaTOPHBIX
pabor.
Hrorossiit
KOHTPOJIb B
dhopme

JK3aMeHa
(xBanmupukamo
HHOT0).

OK 09
OK 10
OK 11
M/K.01.02
Opranuzanus,
TIPUHITUTIBI
MOCTPOCHUS U
(YHKIIOHUPO
BaHUSA
KOMITBIOTEPHBI
X CeTe.
Tema 1. IIK 1.1.
Mapmpytuszan | IIK 1.2.
iU TIK 1.3.
KOMMYyTaIus. 11K 1.4.
Macmrabupor | IIK 1.5.
aHNEe CEeTEH. OK 01
OK 02
OK 03
OK 04
OK 05
OK 06
OK 07
OK 08
OK 09
OK 10
OK 11
Tema 2. IIK 1.1.
CoenuHeHne IIK 1.2.
CeTeH. IIK 1.3.
T1IK 1.4.
IIK 1.5.
OK 01
OK 02
OK 03
OK 04
OK 05
OK 06
OK 07
OK 08
OK 09
OK 10

OK 11




Kpurepuu oneHuBaHUA Pe3yJIbTATOB 00y4YeHUs MO NMPO(ecCHOHATBLHOMY
MOAYJII0, HIKAJIA OllCHUBAHUSA

Kputepuu olieHUBaHMS:
- YCBOGHHE MPOrPaMMHOr0 TEOPETUYECKOro MaTepuaia (00beM 3HaHUM, riayOuHa
YCBOCHHS);
- YMEHHUE U3JIarath NporpaMMHbIA MaTepuasl (4€TKOCTh, TPAMOTHOCTD H3JIOKEHUS
MaTepuana, TOYHOCTh U IMOJTHOTa BOCIIPOU3BECHUS yueOHOr0 MaTepuana);
- YMEHHE NPUMEHSATh TEOPETUUECKHUE 3HAHUS Ha MTPAKTHKE.

[lIkana olleHUBAHUS:

Pesymerater cnaum  nuddepeHIMpPOBAHHOIO  3a4eTa,  JK3aMeHa,
KBATM(DUKANMOHHOIO _ 3K3aMEHA __ OIICHUBAIOTCA MO IIKAIE «OTJIMYHO,
«XOPOIIOY», «YAOBIECTBOPUTEIBHO», «HEYIOBICTBOPUTEIBHOY.

OrneHka «OTJIMYHO» BBICTABIISIETCS OOYyYaIOMIEMYCsl, KOTOPBIH TIyOOKO M
MPOYHO YCBOWJI MPOrpaMMHBIA MaTepuall, MpOSABISECT 3HAHWE OCHOBHOM H
JOMOJIHUTEIILHOW  JIMTEPATYPBHI, rPaMOTHO, JIOTUYECKH CTPOMHO W
apryMEHTUPOBAHO HW3JIaraeT Marepuajl, HaeT HCUYEPHBIBAIOIINE OTBETHl HAa
MIOCTaBJICHHBIE BOMPOCHL. B OTBETE TECHO YBA3BIBAETCS TEOPUS C MPAKTUKOM, MPU
ATOM OOy4YaroUIUMHCsS HE 3aTPYIHSETCA C OTBETOM MPHU BUIOM3MEHEHUM 3aJaHus,
CBOOOJTHO CIIPABIIACTCS C MPAKTUYECKUMH 3aIaHUSIMU.

OneHka «XOpPOIIO» BBICTABJISIETCS O0yYarolmeMycsi, TBEPJIO 3HAIOLIEMY
MPOTPAMMHBIN MaTepHall, KOTOPbIA H3JaracT €ro rpaMOTHO W IO CYIIECTBY, HE
JONYCKAET CYIIECTBEHHBIX HETOYHOCTEW B OTBETE Ha BOIPOC, IPABUIIBHO
MPUMEHSIET TEOPETUUECKUE TOJOKEHUS TIPU PEIICHUU MPAKTUYECKUX BOIPOCOB U
3a/1a4, HE UCHBITHIBAET 3aTPYIHEHUI C OTBETAMU HA BOIPOCHI.

OleHKa «YIOBJICTBOPHUTEIHHO» BBICTABIIICTCS OOYYarOIEMYCs, KOTOPBIH
MMEET 3HAHUS TOJILKO OCHOBHOTO MaTepuajia, HO HE YCBOWJ €ro JeTalei,
JIOMYCKaeT HETOYHOCTH, HEJOCTATOYHO MPaBUIbHBIE (DOPMYIMPOBKHU, UCIIBITHIBAET
3aTPYAHEHUS IPU BBITOJIHESHUH TIPAKTHYECKUX padoT.

O11eHKa «HEYTOBJICTBOPUTEILHO» BBICTABIISIETCS 00yJaroeMycsi, KOTOPbIA HE
3HAET 3HAYUTENBHOM YAaCTU MPOTrPaMMHOI0 MaTrepHaa, JONyCKaeT CYIIECTBEHHbIE
OImMMOKH, HEYBEPEHHO, C OOJIBIIMMH 3aTPYAHCHUSIMHU BBIIOIHSIECT MPAKTHUYCCKHE
paboTHL.




JlonosiHeHUs1 M U3MEHeHHs K paldoueil mporpaMMe Ha y4eOHbIH rox

Jomonnenus: 1 u3MeHeHus K paboueil mporpamme Ha 2023-2024 yuyeOHBIN
rog 1o mnpodeccuoHasibHoMy Mmonaymo [IM.01 BemonHenue pabGoT 1o
OPOEKTUPOBAHUIO CETEBOM MHQPACTPYKTYphI: B  paszzien YCIOBHS peaau3aliu
yueOHOU JTVCIIUTLIIMHBI (TTyHKT Nudopmanmonnoe obecrieueHue
po(heCCHOHATBHOIO MOYJISl) BHECCHbI W3MCHEHWSI B CIIMCOK OCHOBHOW H
JOTIOJHUTEJILHOMN JINTEPATYPBI.

JlononHeHus: U U3MEHEHus B paboueil mporpaMme 0O0CYXIAEHbI Ha 3aceaHuu
IIK nHOOpMANMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2023 r. (mporokoi Ne 1).

[Ipencenarens MK e /Jlorunosa JI.N1./




JlonmostHeHUs1 M U3MEeHeHHs K paldoueii mporpaMMe Ha y4eOHbIi 1o

Jomonnenus 1 u3MeHeHus K paboueil mporpamme Ha 2024-2025 yueOHBIN
rog 1o mnpodeccuoHasibHoMy Mmonaymo [IM.01 BemonHenue pabGoT 1o
OPOEKTUPOBAHUIO CETEBOW HMH(PACTPYKTYpPbI: B  paslen YCIOBHS peaau3aliu
yueOHOU JTVCIIUTLIIMHBI (TTyHKT Nudopmanmonnoe obecrieueHue
po(heCCHOHATBHOIO MOYJISl) BHECCHbI W3MCHEHWSI B CIIMCOK OCHOBHOW H
JOTIOJHUTEJILHOMN JINTEPATYPBI.

JlononHeHus: U U3MEHEHus B paboueil mporpaMme 0O0CYXIAEHbI Ha 3aceaHuu
IIK uHGOPMAITMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2024 r. (mpotokoi Ne 1).

[Ipencenarens MK e /Jlornnosa JI.N./




JlonmostHeHUs1 M U3MEeHeHHs K paldoueii mporpaMMe Ha y4eOHbIi 1o

Jomonnenuss 1 u3MeHeHus K paboueil mporpamme Ha 2025-2026 yueOHBIN
rog 1o mnpodeccuoHaribHoMy Moaymo [IM.01 BemonHenue pabGoT mo
OPOEKTUPOBAHUIO CETEBOM MHQPACTPYKTYphI: B  paszzien YCIOBHS peaau3aliu
yueOHOU JTVCIIUTLIIMHBI (TTyHKT Nudopmanmonnoe obecrieueHue
po(heCCHOHATBHOIO MOYJISl) BHECCHbI W3MCHEHWSI B CIIMCOK OCHOBHOW H
JOTIOJHUTEJILHOMN JINTEPATYPBI.

JlononHeHus: U U3MEHEHus B paboueil mporpaMme 0O0CYXIAEHbI Ha 3aceaHuu
IIK nHOOpMANMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2025 1. (mpotokoi Ne 1).

[Ipencenarens MK e /Jlornnosa JI.N./




